ITAMATKA JJIAA KJIMEHTOB

O mepax no odecneyeHN 0 MHPOPMAITMOHHOH 0€30MACHOCTH

YBa:xaemblii Kiinenr!

Hanmomunaem Bam o HeoOxogumocTH coONIOgaTh MPUHIUNBL  0OecreueHUs
UH(POPMALIMOHHOM 0€30MaCHOCTH C IIeIBI0 3aIIUTHI HH(POPMALIUU OT BO3IEHCTBHS BPEIOHOCHOTO
KO/la M MCKIIIOYEHHs CIy4aeB HECAaHKIMOHMPOBAHHOIO JocTyna K Bammm cueram, ¢ 1eibro
HEJIOMYILEHUSI OCYIIECTBICHUS IEPEBOJOB JCHEXHBIX CPEICTB JMLAMHU, HE 00JalarouMMU

IMpaBOM PACTIOPSKCHUS STHUMU ACHC)KHBIMU CPCACTBAMMU.

CpenctBa W METOIBI 3alUTHl MHPOpPMALUHU, NpUMEHseMble B baHke, MO3BOJISIOT
o0ecrneynTh He0OXOAUMBINH YPOBEHb 0€30MaCHOCTH MPH OCYILECTBIEHUH MEPEBOIOB JICHEKHBIX
CPEIACTB U IIPENOTBPATUTh MOLICHHUYECKUI BBIBOJ JCHEKHBIX CPEICTB CO CYETOB KIMEHTOB IIpU
YCIIOBUU BBINIOJIHEHUS KIIMEHTAaMU PEKOMEHAALNN, U3I0KEHHBIX B JaHHOM JOKyMeHTe. OHaKo

no-HacTosAleMy 0e30nacHbIME cepBHCHl banka nemaere umenHo Bol — Hamm KiueHTsI.

IlomuuTe, uTO MpHU padoTe co cBoMMH cuyeTamMu B cucrtemax banka ciaenyer ObITh
HACTOJIbKO K€ BHUMATEJbHBIMH M OJUTEIbLHBIMH, KAK NMPH O0OpallleHHN ¢ HAJIUYHBIMH

JeHbramu B Bamiem xounreanke!



Pexomenpauuu niist 0e3onacHoit padorsl ¢ cucremoil «Kimenr-bank» Ha KoMnbIOTEpe

1. OrpannubTe (U3MYECKH JOCTYN K KOMIIBIOTEPY, Ha KOTOPOM YCTaHOBJICHA
cuctema «KnneHT-baHk», UCKITIOUNTE OECKOHTPOIBHBIN JOCTYN B IMOMEIICHHE, B KOTOPOM OH
YCTaHOBJIEH.

2. He noBepsiiTe oOciayXuBaHHE ASTOrO0 KOMIIbIOTEpAa MOCTOPOHHUM JIMIIAM, HE
JIOITYCKalTe €ro UCI0JIb30BaHUE TIOCTOPOHHUMHU JINLIAMHU.

3. CamocrositenbHO reHepupyite B cucteMe «Kiuent-bank» CBOW CEKpeTHBIM U
OTKPBITHIN KIIFOUX 3EKTPOHHON MOANKMCH, HUKOMY HE JOBEPSIMTE BBIIIOJIHEHUE ITOU MPOLIEAYPBHI.

4. XpaHHTe KIIIOUEBble HOCUTENU B ceil(e, UCKII0YaIoneM HECaHKIIMOHUPOBAHHBIH
JIOCTYIl K HUM, HE 3alHMChIBANTE CEKPETHBIA KIIOY 3JICKTPOHHOM MOJIMKMCH HA KECTKUM JTUCK
KOMIIBIOTEpPa, HAa KOTOPOM YCTAHOBJIEHA CUCTEMa, HA CETEBblE JUCKU M HHBIE HECHEMHBIE
HOCHUTEIH UH(POPMAIIHH.

5. W3BrekaiiTe KIIOYEBOW HOCUTENh U3 KOMIBIOTEpa U yOupaiite ero B ceiid cpasy
nocJyie okoH4aHusi paboTel ¢ cucteMoit «Knuent-bank». Hukorga Hukomy He miepenaBaiiTe cBOM
KJIFOUEBOM HOCHUTEIb, HE OCTABJIANTE €ro 0e3 NpucMoTpa.

6. Hcnonb3yiiTe, 10 BO3MOXKHOCTH, OTJEIbHBIN IEPCOHATBHBIN KOMIIBIOTED, KOTOPBII
OyJIeT UCIOJIb30BAaThCS UCKIIOUYUTENBHO IS paboThl ¢ cuctemoit «Kinent-banky.

7. ObecnieubTe 0€30MACHOCTH KOMIIBIOTEpPA, HA KOTOPOM YCTAHOBJIEHA CHCTEMa
«Knuent-bank»:

- Hcnonp3yiiTe Ha KOMIBIOTEPE TOJBKO JHMIIEH3MOHHOE MpOrpaMMHOe obecredyeHue,
JUCTPUOYTUBBI KOTOPOT'O MOJIYYEHBI U3 HAIEKHBIX HCTOYHHUKOB.

- VYcTaHOBUTE Ha KOMIIBIOTEp JIMIEH3MOHHOE aHTUBUPYCHOE MpPOrpaMMHOE oOecrieueHue,
o0OecrieubTe aBTOMAaTHYECKOE OOHOBIEHHE AaHTUBUPYCHBIX O0a3. HacTpoiite exeHenenbHoe
IIPOBEJICHUE NTOJIHON aHTUBUPYCHOM MPOBEPKU KOMIIBIOTEPA.

- OpranusyiiTe aBTOMAaTHYECKYI0 YCTAaHOBKY OOHOBIIEHMI 0€30MacHOCTH OINepalioOHHOM
CUCTEMBI U JIPyroro yCTAaHOBJIEHHOI'O Ha KOMIBIOTEPE MPOrpaMMHOr0 00€CIeYeHHsl 10 Mepe UX
BBIIYCKA [TPOU3BOIUTEISIMH.

- MUHMMU3HPYITE COCTAB YCTaHOBIEHHOI'O HAa KOMITBIOTEPE MTPOrpaMMHOT0 oOecrieyeHus,
UCKJIIOUNTE YCTAaHOBKY Ha HEro JII0OBIX MporpaMM, He TpeOyromuxcs uis paboThl ¢ CUCTEMOM
«Knuenr-baHk».

- He pnomyckaiiTe ycTaHOBKY Ha KOMIBIOTEp HHKAaKUX MpOrpaMM JUIsl yIaJIeHHOIO
ynpasinenus (Team Viewer, Ammyy Admin, AnyDesk, VNC u T.11.), 3a010KupyiiTe Ha HeMm

pa60Ty BCTPOCHHOT'O CCPBUCA YIAJICHHOTO JOCTYyIIAa K pa60quy CTOJY.



- [TonHocThIO 3ampeTuTe (MO0 MUHUMHU3UPYHTE) MOCTYH TII0 JIOKAIBHOW CETH K
KoMmIbioTepy. O0s3aTenbHO 3apeTuTe AOCTYI K KaTajoraM C YCTaHOBJICHHBIM MPOTPaMMHBIM
obecnieuenuemM cuctembl «KmueHnT-banky.
- MuHUMHM3UPYHTE KOJIMYECTBO IIOJIb30BATEIEH KOMIIBIOTEPA, YCTAHOBUTE [UIsl HUX
HaJIeKHBIE MApOJIH, 0OecreybTe MEPUOIUIECKYI0 CMEHY 3TUX MapoJiei.
- He paOotaiite Ha KOMIBIOTEPE MOJ  Y4YETHbIMU  3alUCSIMM, HMMEIOIIUMHU
aJMMHHMCTPATUBHBIC IPaBa. AIMUHUCTPATUBHAS YUETHAs 3allMCh MOKET UCIIOJIb30BATHCS TOJIBKO
JUIsL YCTAHOBKHU IporpammHoro obecneuenusi «Kmuent-bank» u cpencta kpunrorpapudeckon
3alUThl UHGOPMAIUH.
- Hactpoiite B BIOS xomnbroTepa BO3MOKHOCTb 3arpy3Ku ONEPALlMOHHON CUCTEMBI TOJIBKO
C OCHOBHOI'O JKECTKOI'0 INCKA, YCTAHOBUTE NIApOJIb HA 3arpy3Ky KOMIIBIOTEPA U BXOJ B HACTPOUKHU
BIOS.
- HckntounTe HCMOIB30BAHME € 3TOrO0 KOMIIbIOTEpAa HHBIX MHTEpHET-pecypcoB, HeE
OTHOCAIIMXCS K padoTe B cucreMe «Kiment-banky, 00HOBICHHIO TPOrPaMMHOTO 00ecTieueHHs 1
OOHOBJICHHIO aHTUBUPYCHBIX 0a3. Vcmonp30BaHME KOMIIBIOTEpA ISl MOCEMICHUS! TOCTOPOHHUX
HNHTepHeT-pecypcOB  3HAQUMTENIbHO TMOBBIIAET PUCK €ro  3apak€HUs  BPEJOHOCHBIMU
porpaMmMaMu.
- Hcnonb3yiiTe cpeAcTBa 3JIEKTPOHHOW MOYTHI HAa 3TOM KOMIIBIOTEPE TOJBKO ISl LEJEH,
oTHOcsIMXCA K padoTte B cucteme «KnueHT-bank».
- He wucnonp3yiite Ha KOMIIBIOTEPE MPOrpaMMbl OOMEHa MTHOBEHHBIMH COOOIICHUSMU,
CalThl COLMANIBHBIX CETEH. 3JI0YMBIIUIEHHUKH 4acTO MCIOJB3YIOT 3TH CEPBUCHI AJIS PACCBIIKU
BPEIOHOCHBIX BJIOKEHUH, CCBUIOK Ha CAalThl, paCIPOCTPAHSIOIINE BPEIOHOCHBIE TPOrPAMMBbI MU
(UIMHTOBBIE CANTBHI.
- VYcTaHOBUTE Ha KOMIBIOTEP NEPCOHAJIBHBIN MEXKCETEBOW DKpaH, HACTPOMTE €ro TaKUM
0o0pa3oM, 4yTOOBI C KOMITBIOTEpA ObUT BO3MOXKEH JOCTYI Toibko K MHTepHeT-pecypcam Kpeaur
Vpan bank (AkimonepHoe 0011ecTBo) (Hasee — baHk), a Tak)Ke MPON3BOIUTENECH YCTAHOBIEHHOTO
Ha KOMIIbIOTEpE MPOTrpaMMHOI0 oOecredeHus (BKIOYas aHTUBUPYCHYIO MPOTpaMMy) JUIs
3arpy3Ku OOHOBJICHUH.
- bnokupyiiTe KOMIIBIOTEP B CiIydae yxoJia ¢ pabodyero Mecta (0JIHOBPEMEHHBIM HaXKaTHEM
kinaum  Ctrl+Alt+Delete u B 1auamoroBoMm oOkHe BbIOMpaTh «3a0JOKMPOBATH»  WIH
OJIHOBPEMEHHBIM HakatheM kiaBuiml Windows+L), B ciydae ATUTENBHOrO OTCYTCTBHUSL U IO
OKOHYaHUU paboyvero JAHA 0053aTeNbHO BBHIKIIOUANTEe KOMIIBIOTED.

8. Perynspno, He pexxe 1 paza B KBapTaj, IPOBOAWTE CMEHY Iapoisl Ha BXOJ B

cucremy «Kmuent-bank». Hukorna Hukomy He cooOmiaiTe CBOM mapodb.



0. B cnyuae ycranoBku cuctemsl «KnueHT-bank» Ha HOyTOYK, 0OecreubTe XpaHeHHE
KJIFOUE€BOT'O HOCUTENISI OTJIETBLHO OT HETO.

10. B cnyuae yrpaThl KIIF0U€BOr0 HOCUTES, TOJIYUEHUS IOCTYTa K HEMY IMTOCTOPOHHUX
JU1, 0OHApYXEHUS BPEJOHOCHBIX MPOTrpaMM Ha KOMIIBIOTEpE, Ha KOTOPOM YCTaHOBJIEHA CHUCTEMa
«Knuent-bank», 11060 B MHBIX OOCTOSATENbCTBAX, MPU KOTOPBIX €CTh BEPOSTHOCTH MOTYyYEHUS
JIOCTYIa K CEKPETHOMY KJIIOUY AJIEKTPOHHOW MOJMUCH MOCTOPOHHUX JIHI[, HE3aMEIJIUTEIbHO
u3BecTuTe 00 ATOM baHK JIsi CBOCBpPEMEHHOU OJIOKMPOBKH KIFOUEH W MPOBEPKH MOTYyYECHHBIX
bankom ot Baiiero uMeHu 1iaTexHbIX T0KYMEHTOB.

1. AHaJIOTHYHO, B CJTy4ae BHE3AIMHOT0 HapyIeHus padboThl cuctembl «KineHnT-banky»
WIN KOMITBIOTEpa, HA KOTOPOM OHA YCTaHOBJICHA, HE3aMETUTENILHO TPOUH(POPMUPYIITE 00 3TOM
bank u npokoHTponupyiiTe nojiyueHHble baHkoM oT Bamiero MMeHu miateKHbl€ TOKYMEHTHI.
3aduKkcupoBaHbl Cily4ad, KOTAa 3JOYMBIIUICHHUKH, OTIPAaBHB C KOMIIBIOTEpPA <GKEPTBBI»
IJIATEXKHBIA TOKYMEHT, BBIBOJIUIIN KOMIBIOTEP U3 CTPOS JJI COKPBITUS CIIEOB NMPECTYILUICHUS U
yHUYTOXKEHUs yinuk. [locime coBeplieHus XHUIIEHHWs] OHH CTaparoTCs TOMEIIATh (CKEPTBE»
CBOEBPEMEHHO Y3HATh O MPOM3OIICAIIEM U NPUHITH MEPhl K OCTAHOBKE MOIICHHUYECKOTO
IiaTexa.

12. bynbre 6nurensubl. Ecin k Bam obpamarorest mo teneoHy WM 3JIEKTPOHHOM
MOYTEe U, MPEJCTABISACH COTpyAHUKaMu baHka, mpocsat cooOmuTs Bamn maposib Uiy OTIpaBUTH
CEKPETHBIN KIIIOY 3JIEKTPOHHOM IMOANUCU — HE JAeNaiTe 3TOro, HE3aMEIJIUTENIbHO COOOIINUTE O
npousomienuiem B bank. Ecnu k Bam oOpamiatores ¢ mpocs00ii oTripaBuTh o cucteme «KimeHt-
bank» mmarexHblid JOKYMEHT, 1711 TOTO, YTOOBI «BEPHYTH OIIMOOYHO MEePEUNCICHHBIE CPEACTBAY
— cHauvana no3BoHUTe B KoHTtakT-mieHTp baHka 4TOOBI MOATBEPAUTH JETHTUMHOCTH JAHHOTO
3amnpoca.

13. ExxenHeBHO, 1O 3aBEpIIEHUU OINEPAllMOHHOTO BpeMeHU baHka, KOHTposupyiite

onepanunu 1o BameMy CUCTY, HaAIIpaBJIAA B bank 3a1poc HpOMe)KYTOqHOﬁ BBIITUCKH.

Homepa tenedonoB Konrakr - nenrpa banka «KYb» (AO):

(3519) 248-933, (3519) 544-544.



Pexomenpanum nuist 0e3onmacHoil padorsl ¢ cucreMoil «KimmeHT-bank) Ha MOOWJIBHOM

TejiepoHe

1. Jns pgoctynma K MOOMIBHOMY YCTPOMCTBY YCTAHOBHUTE MapoJib M HACTPOMTE
ABTOMATUYECKYIO OJIOKUPOBKY yCTPOKCTBA.

2. 3arpykaiiTe W yCTaHABIMBAaWTE NPOrPaMMHOE OOCCIICYCHHE TOJIBKO W3
MIPOBEPEHHBIX U HAJIC)KHBIX NCTOUYHUKOB — Google Play nnm App Store.

3. [Ipou3BoguTe CBOEBpPEMEHHOE OOHOBJIEHHWE OIEPALMOHHON CHUCTEMBI W
UCIOJIb3YEMBIX Mporpamm (Opay3epa v UHBIX IPUKIATHBIX IPOrpaMM).

4. YcTaHoBUTE HAa CBOE€ MOOWIIBHOE YCTPOMCTBO JHMIICH3MOHHOE AHTHUBUPYCHOE

nporpaMMHoOe oOecrieueHre U 00ecreybTe PEerysipHoe OOHOBICHHE aHTUBUPYCHBIX 0a3.

3. PerynsapHo mnpousBoguTe TONHYIO aHTHBHUPYCHYIO MPOBEPKY MOOHIBHOTO
YCTPOUCTBA.
6. Jns pabGotbl ¢ cucreMamu baHka wucnoib3yiiTe 3alUIieHHbIE MOOWJIbHBIE

YCTpOMCTBA — HE MbITATECH 00XOIUTh YCTAHOBJIEHHBIE IPOU3BOIUTENEM 3ALUTHBIE MEXAHU3MbI
(manmpumep, yepes xennopeiik (Jailbreak) wmm pyrunr (Rooting)). He nepenpommuBaiite cBoe
MOOUJIBHOE YCTPOMCTBO MPOLIMBKAMU CTOPOHHUX JIHIl, HE SBISIOUIMXCA MPOU3BOAUTEISIMU
YCTPOMCTBA, T.K. 3TO MOXKET CAENaTh YCTPONUCTBO YSI3BUMBIM K 3apPa>KEHUIO BPEIOHOCHBIM KOJIOM.

7. Hcnonp3yiiTe 3amumienHsie Touku goctyna Kk Wi-Fi-cetn, a Taxke oTkiovaiite
Wi-Fi u Bluetooth, ecriu B JaHHBII MOMEHT OHU HE HCIIOJIB3YIOTCS.

8. He xpanute Ha MOOWUIBHOM yCTpOWcTBE KOHGUACHIMATBHYIO WH(OPMALIUIO O
Bamewm norune u napone s goctymna k cucreMe «Knuent-banky». Ecnu Takas Heo0Xo1uMocCTh
BCE )K€ €CTh, HE XpaHUTE UH(POPMALIMIO B IBHOM BUJE.

9. Vnansiite koHpuACHIIHMATBbHYI0 HHPOPMAIMIO B Clydae Mepenadyd MOOHIBHOTO
yCcTpoiicTBa JpyruM JnuiaMm (Mpojaxka yCTpOMCTBa, mMepenada B PEMOHT). Bocmonb3yiTech
(byHKIMEe BOCCTaHOBIJIEHUS 3aBOJICKUX HACTPOEK.

10. [Tocne oxonwanusi paboTel B cuctemMax baHka, 00s3aTeNbHO 3aBeplIaiiTe ceaHc,
HCIIOJIB3Ysl KHOMKY «BbIxomy».

11. B cnyuae u3menenuss Homepa tenedoHa MOOHIBHOTO TenedoHa ans paboThl B
cuctemax banka, oOpatutech B baHK st M3MEHEHHUs JOCTyIa CO CTaporo HOMepa Ha HOBBIN
HoMep TenedoHa. HeoOXoauMo MOMHUTH, YTO CTapblii HOMEp MOOWJIBHBIA OINEpaTop MOKET
nepenaTh Apyromy abOHEHTY B CiIydae, €ClIi OH HEaKTUBEH HEKOTOPOE BPEMSI.

12. Hu npu kakux ycinoBusix He cooOuaiite /He nepeaaBaiite HHGpopmanuio o Bamem
JIOTHUHE, MapoJie, OJTHOPA30BbIX MapOIsSX U UHBIX CBEIACHUSAX, UCIIOIb3YEMBIX JJIsi aBTOPHU3ALUU B

cucreMe «KnuenT-baHk» HUKOMY, BKJIIOYasi COTpyAHUKOB baHka.



13. [Ipy BO3HMKHOBEHHMH TOJIO3pEHUH, uTO Bamm manHeie 11 qoctyna (JOTHH WA
napoJip) K cucreMaM baHka cTanu W3BeCTHBI IOCTOPOHHUM W/WIIM B CiIydae yTepu MOOUIIHLHOTO

YCTPOMCTBA HE3aMETUTEIILHO 00paTUTECh B baHK 11 UX OJOKHPOBKHU.

Homepa tenedonoB Konrakr - nenrpa banka «KYb» (AO):

(3519) 248-933, (3519) 544-544



Pexomenaauuu no 3amure HH(POPMAIUU OT BO3AEHCTBUA BPEJOHOCHOI0 KOJA

1. YcTaHOBUTE HAa TEPCOHAIBHBIE KOMITBIOTEPHI W MOOWJIBHBIE YCTpOMCTBa
JMIIEH3MOHHOE aHTHBUPYCHOE MPOTpaMMHOE 0OecrieueHue.

2. PerynsapHo  oOHOBIsIiTE = aHTUBMPYCHOE  IIPOrpaMMHOE  OOecleUYeHHUE.
PexomeHyeTcsl yCTaHOBUTh IO YMOJIYAHHIO MaKCHUMAaJbHbII YpOBEHb MOJUTHK O€30MAaCHOCTH,
T.e. HE TPeOYIOIUI OTBETOB IOJIB30BATEN MPHU OOHAPYXKEHUU BHpYcoB. JleueHue (ynaneHue)
3apakeHHBIX (pailyioB OyneT MPOM3BOAUTHCS AHTHBHPYCHBIM CPEJICTBOM B aBTOMATHUYECKOM
pEeKUME.

3. HactpoiiTe nonHyro ycTpoiicTBa Ha NMPEAMET HaJIM4YUs BUPYCOB M BPEJOHOCHOIO
IIPOrPaMMHOT0 KOJ1a HE PE’Ke OJAHOI0 pa3a B HEMIEIIIO B aBTOMATUYECKOM pekuMe. Takas mpoBepka
OyZeT OCYLIECTBIIATHCS COIJIACHO PACIMCAaHUIO, BBICTABIEHHOMY B HAaCTPOMKAaX aHTUBHUPYCHOTO
CpEICTBa.

4. [TogBepraiiTe aHTUBUPYCHOMY KOHTPOJIIO JIIOOYI0 MH(POPMALHIO, OTYyYaeMyto U
nepeaaBaeMylo 10 TEJICeKOMMYHHUKAIIMOHHBIM KaHalaM, a Takke HH(OPMAIMI0 Ha CHEMHBIX
Hocutenmsix (MarHuTHeIX, CD/DVD nuckax, USB-nakomurensx u 1. 1m.). llpm Hammymm
TEXHUUYECKON BO3MOKHOCTH, OCYILECTBIISNTE CKAHUPOBAHUE B aBTOMAaTUYECKOM PEKUME.

5. [Tpumensiite antuBupycHoe [1O, pa3paboTaHHOE cCHEIMAIbHO JJsI MOYTOBBIX
KJIMEHTOB, IPU UCIIOJIB30BaHUH ceTH VIHTepHET /U1t 0OMEeHa OYTOBBIMU COOOLICHUSMHU.

6. [Ipu BO3ZHMKHOBEHUU TMOJO3PEHUS Ha HaJIMUuEe BUpyca (HetunuuHas padora [10,
HOsABJICHUE IpaUUECKUX U 3BYKOBBIX 3(P(PEKTOB, MCKAKEHUN IaHHBIX, IponagaHue (aiisos,
4acToe MOSBJICHHE COOOLICHHH O CHUCTEMHBIX OIIMOKaX, YBEIWYEHHE HCXOJAIIEr0/BXO/AIIEro
Tpauka U T. Il.) PEKOMEHYeTCsl IPUOCTAaHOBUTH padOTy YCTPOMCTBOM JI0 MOJHOTO YCTPaHEHUs
HEHCIIPAaBHOCTEN.

7. PaboTaiiTe moj; y4eTHON 3alUChIO0 C OTPAaHUYEHHBIMU IIPaBaMu (HE UCHONIb3YyHTe
YU€THYIO 3alMCh aJIMUHUCTPATOpa) — TaK BUPYCY OyJeT CI0KHEe BHEJPUTHCS U 3aKPETUTHCS B
CUCTEMY.

8. PasrpannubTe yCTpONCTBA, ¢ KOTOPBIX BBI OCyIIECTBIsETE NEPEBOBI ICHEKHBIX
CPEACTB M KOTOpbIE MCIIONB3yeTe JUIsl OOINEHUS B COLMAIBHBIX CETSAX, IOCEIICHHS
pa3BIIeKATENbHBIX CATOB U CAalTOB COMHHUTEIBHOIO COZAEp)KaHUS (MUIPOBBIE, CAUThl 3HAKOMCTB,
caiTel, pactpoctpasstomue [10, My3bIKy, GUIBMBI H T. I1.), T. K. AMEHHO Y€PE3 3TH PECYPCHI CETH

HHuTepHeT yalle BCero pacipoCTpaHSIIOTCs KOMITbIOTEPHbIE BUPYCHI.

9. He otkpsiBaiiTe (aiiibl, MomxydyeHHbIE MO AJIEKTPOHHON MOYTE OT HEM3BECTHBIX
OTIIPABUTEIICH.
10. He nepexonurte mo cchuikaMm, MPUXOASIIMM B MOYTOBBIX COOOHIEHMSIX, SMS-

COO6HI€HI/I$IX N3 HEAOCTOBCPHBIX NCTOYHHUKOB, B TOM YHUCJIC HA U3BCCTHBLIC CalTHI.



1. He 3arpyxaiiTe u He ycTaHaBIMBAalTe HA KOMIBIOTEP U MOOMIBHOE YCTPOMCTBO
porpaMMHOE OOecTeueHue, MOTYICeHHOE U3 HEIOCTOBEPHBIX HMCTOYHUKOB: HTEpHET-CaiiToOB,
CCBUIOK B SMS-co00MIeHnsIX 1 T.1I.

12. He mnepenaBaiiTe nepcoHanbHbIE KOMIBIOTEPHl M MOOWIIBHBIC YCTPOWCTBA JJIst
UCIIOJIb30BAaHUsl TPETHUM JIUIAM, B TOM YHCJIE POJCTBEHHHUKAM, T.K. Ha OCTaBJICHHBIX 0e€3
OPUCMOTpPA YCTPOHCTBAX MOXKET OBITh COBEPUIEH PSIIl ACHCTBHUI, HANpPABICHHBIX HA MOJIY4YEeHUE
noctymna k cucremam banka. Hampumep, 370yMBIIIIEHHUK MOKET YCTAHOBUTH MPOrPAMMHOE
obecrieueHrne ¢ BPEJOHOCHBIM KOJIOM, HACTPOUTH Tepeapecaruto SMS-coo0mieHuii Ha aApyrou

TeneOHHBIH anmapar u T.1.



Pexomenaanum no 3amurte MHGOPMAIUM OT HECAHKIIMOHUPOBAHHOIO 10CTYIa

C HCITOJIBb30BAHUEM CETH I/IHTepHeT

1. BuuMarenbHO 4yMTalTe TEKCT 3JIEKTPOHHOIO NHUCbMA. DJIEKTPOHHBIE NMHUChMA OT
U3BECTHBIX KOMITAHMM HUKOIJa HEe coepkaT ophorpaguyueckux Wik rpaMMaTHUYECKUX OLIMOOK.
Ecnu Bl BuanTe €10Ba Ha HHOCTPAHHOM SI3bIKE, CIIELUAIbHBIE CUMBOJIBI U T. JI., CKOPEE BCET0 3TO
JIEKTPOHHOE ITMCbMO OTIIPABUIIM MOIIEHHUKH.

2. [TpoBepsiiiTe IMYHOCTH OTIPABUTEINA (OpPraHU3alMK) MHUCbMa 4Yepe3 MOMCKOBBIE
CHUCTeMBbl WIM O(QUUUAIbHbIE CANTBl, WMIM HE OTBEYAWTE HAa IUCbMAa OT HEU3BECTHBIX
OTIIPaBUTEIICH.

3. VYcTaHOBUTE Ha CBOE YCTPOMCTBO JIMIIEH3MOHHOE AHTUBHUPYCHOE IPOrpPaMMHOE
obecrnievueHre U 00ecTieubTe PEryasipHOE OOHOBIICHUE aHTUBUPYCHBIX 0a3.

4. He mnepexomute mo cChUIKAM M HE OTKpBIBAWTE BIOXKEHUS U3 IHUCEM OT
HEU3BECTHHIX Bam ajpecaTos.

5. He cooOmaiite mnpuBatHyl0 HWHQOPMAIMIO, 3alMpallMBaeMyld B IHChMaXx,
NPUXOSIIUX MO HIEKTPOHHON MOYTE ¥ COOOIIEHMSX B JIEKTPOHHBIX MECCEHKEPaX.

6. He cooOriaiiTe HUKOMY CBOM JIOTHHBI U [TAPOJIN YUETHBIX 3aMCEH, a TAK)KE TaHHbIE
0OAaHKOBCKHUX KapT.

7. Onenusarite URL: eciau kaxkercs, 4TO UCIIOJIb30BAH OJIMH U3 OOMaHHBIX PUEMOB,
Jy4YIlle [0 3TOM CChUIKE HE NEPEXOIUTh.

8. Obparaiite ocoboe Buumanue Ha URL-anpeca cTpanui, Ha KOTOpbIX Bl BBOAKTE
CBOM YYETHBIE JAaHHBIE.

9. [Tposepsiite Hanmuuue httpS-coenuuenus (3Hayok 3amka B crpoke URL-aznpeca) y
caiiToB, paboTalOIUX C MEPCOHAJIBHBIMH JAaHHBIMH MM TeX, TJ€ COBEPLIAIOTCS JCHEXHbIE
orepanuu.

10. [TpoBepsiiTe pealibHBIE a/ipeca TUIEPCChIIOK, HABOIS HA HUX Kypcop. Apec, Kyaa
BEJIET ATa CChIIKA, Oy/1eT OTOOpakEH B JIEBOW HIDKHEW 4acTH Opaysepa.

11. N36eraiiTe ncnoab30BaHUsS KOMIBIOTEPOB B OOIIECTBEHHBIX MECTaX, a TaKKe
oOrmiecTBeHHbIX ToUek noctyna Kk Wi-Fi-cetn ans ocymiectienus MHTepHeT-I1aTexe.

12. Ecnu nucsMo ¢ npock00ii 0 mepeBojie JeHEeT MPUILIO 0T 3HakoMoro Bam uenoBeka,

MEPE3BOHUTE EMY U CIIPOCHUTE, )ICfICTBHTeHBHO JIX OH 3TO OTIIpAaBJIAJI.



PexomeHganum no npe0TBPaIEeHUIO MOJTy4YeHUs] HECAHKIIMOHMPOBAHHOTO 10CTYNA

TPETbUMMU JTHIIAMU

1. VYcTaHOBUTE Ha CBOE YCTPOMCTBO JIMIIEH3MOHHOE AHTUBUPYCHOE IPOrpPaMMHOE
obecrieyenne. OOecrieubTe peryiaspHble OOHOBJICHHWE AHTHBHPYCHBIX 0a3 M  MOJHYIO
AHTUBHUPYCHYIO IPOBEPKY MOOMUIIBHOI'O YCTPOMCTBA.

2. Ucnonp3yiiTe 11 cucreMm banka HaJi€KHbIE TapOJIH.

3. IIpu co3maHny naposei UCIoNIb3yINTE COYETAHNS CUMBOJIOB BEPXHEIO U HUYKHETO
perucTpoB, nudp U crienuaIbHBIX CHMBOJIOB. VIcOnb3yiiTe ATMHHBIE TAapoiu, 60s1ee 8 CHMBOJIOB.

4. N36eraiiTe ucnonb30BaHus B Napoisix AaT, UMEH, HOMEPOB TeIe()OHOB U IPYrou
NEepCOHANbHON HMH(pOpMaLMK, KOTOpas MOXXET ObITh yrajaHa WM HalJeHa B OTKPBITHIX
uctouHukax (mapoiss StB%zO02*w — manéxuslii, a maposnb Natashal971 — Her).

3. Hcnonb3yiTe pa3inyHble YHUKAJIbHBIE NTAPOJIU IS PA3JIMYHBIX CAaUTOB U CUCTEM,
rae Bel BBoguTe KoHGuaeHIuManbHble AaHHble (maponu ais cuctembl «Kiuent-bank» u s
COLMAJIBHBIX CEeTeH JTOJKHBI OBbITh PAa3IMUHBIMU ).

6. N30eraiite xpaHeHus naposied B OTKpbITOM Buje. He 3amuchiBaiiTe maposiu Ha
OyMaXHBIX JHCTKAaX (WM B TEKCTOBBIX (paillax Ha KOMIIBIOTEPE), HE OCTaBISIHTE WX B
JIETKO/IOCTYIHBIX MecTax (Ha pabouyeMm CTole), He NepeaaBaiTe uX HEYHOIHOMOYEHHBIM JIULAM.
Jlna XxpaHeHus napoJsield UCIOJIb3YITe MEHEDKEP IapOoJIEH.

7. N3MeHsiiTe CyeCTBYIOIIME MTApOJIM HE PEXKE OJTHOTO pa3a B KBAPTAJL.

8. Hukomy He pasrmamaiite mapoiud oT 0aHKOBCKHMX CHCTeM. BaHK HE pacchuiacT
3JIEKTPOHHBIX THceM, SMS-coobienuil mim Apyrux cooOleHuit ¢ npock0oi yrounuts Bamm
KOH(pHIeHIIMaJIbHbIE JaHHbIE (B T.4. naposin, PIN-koxbl 1 T.11.).

9. XpaHuTe KI04YeBy0 HH(popmalnio Ha oTayxaaeMom Hocutene (USB-nakonurene
WIM JMcKeTe) U B cedide wiaM  3amMpaeMoM  mKady, HCKIIOYUB  BO3MOXHOCTH
HECaHKLIMOHUPOBAHHOI'O AOCTYTIA.

10. Hcnons3yiite kpunrorpapudeckue cpeacrsa 3amutsel (USB-TokeHbl nan cMapT-
KapThl) TOJIBKO BO BpeMsi paboThl ¢ cuctemoii «Knnent-bank». He ocrapinsiiTe moIk/It04eHHBIMU
USB-ToKkeH niM cMapT-KapTy K KOMIIbIOTEPY Ha TOCTOSIHHOM OCHOBE.

11. B tom cnyuae, ecnu Bel oGHapy»xuin, uro Bamn napons oT 6aHKOBCKOM crcTeMbl
CKOMIIPOMETHPOBAH WJIM paHee JIeHCTBYIOIIMN Mapoib HEe cpabaTbiBaeT U HE MO3BoJsieT Bam
BoiiTH B cucremy «Knuent-bank»., HE0OX0AMMO Kak MOKHO ObicTpee oOpaTuThCs B baHk 11t
MOJIy4EeHUS JAIBHENIINX HHCTPYKIUN U CMEHBI TApOJIs.

12. HezamemnrensHo oOpariaitech B banx npu oOHapyKeHUH
HECaHKLMOHMPOBAHHBIX BXOAOB B cucTeMy «KineHT-baHk». (yCHEIIHBIX M HEYCHEIIHbIX), a

TaKke eciii Bel moy4riii yBeJOMIICHHE CHCTEMBI 00 orepariuu, KoTopyro Bel He TpoBoIUIIH.

Homepa tenedonoB Konrakr - nenrpa banka «KYb» (AO):

(3519) 248-933, (3519) 544-544.



